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Purpose:  To describe how data privacy policies and HMIS privacy protections are created by SC-CHAP and to document those polices agreed to.    
Policy:  SC-CHAP is responsible as a Continuum of Care to create policies and procedures to protect the privacy of consumers who agree to have data collected about themselves and entered into the HMIS.  
Procedures:

1. System Privacy Procedures

· All data collection will be in compliance with HIPAA, Federal and State laws.

· The HMIS system will be running closed, meaning data entered in to one agency will not be accessible by other agencies unless a sharing agreement is in place.
· Should an agency discover a virus on any computer used for HMIS data entry, they must immediately notify the HMIS System Administrator so steps can be taken to protect client data.

2. Statement of Privacy Practices

· Agencies must have the HUD Public Notice, their privacy policy, and their privacy script posted at all intake locations

· Agencies must provide each client with their privacy policy and a copy of which will be included in the client file.
· The agency privacy policy must also be on any websites that the agency may have.
· Annual site review will be conducted by the HMIS Administrator during the annual HMIS audit to ensure compliance with this Statement of Privacy Practices section.

3. User Agreements

· Each user will complete privacy training and the subsequent questionnaire, and will be updated, at a minimum, annually.
· User’s must also comply and sign the user agreement. This document defines the user’s responsibilities in regards to the collection, use, and protection of data. 
· Any user who fails to complete trainings by the required deadlines established by the HMIS Administrator will have their user license suspended for failure to comply.  If training is then not completed within 15 calendar days from the date of suspension, the user license will be revoked.  In the event the agency requests to have the user’s license reinstated or would prefer to have another employee licensed to assume data entry responsibilities, the agency making the request will be responsible for any fees incurred to reinstate or replace the license.  Fees included are: $94 per year for the ServicePoint User License, $80 per year for the ART Viewer License (if user needs the capability to pull reports from HMIS), $175 one-time fee for new licenses, and any associated project management fees charged by the Michigan Coalition Against Homelessness (MCAH).  Fees are subject to change without notice.
4. Informed Consent

· Agencies must obtain a Release of Information (ROI) prior to entering client data in to HMIS system
5. Sharing Agreements

· All agencies must sign and agree to the Qualified Service Organization Business Associate Agreement (QSOBAA) with the lead agency, MCAH and MSHDA allowing the collected client information to be shared for the management of the HMIS system.

· In the event that agencies decide to share information, they will sign a QSOBBA

6. Background Checks – Users

When the HMIS Proposed Rules are approved, it will be SC-CHAP’s policy that 
all HMIS users, including Security Officers, have criminal background checks 
completed.  Background checks must be done annually, and a copy of the 
results 
will be kept in the employee’s personnel file.   Checks may be done through the 
following free website:

· http://mdocweb.state.mi.us/OTIS2/otis2.aspx

7. Any agency personnel who are found to have misappropriated client data (identity theft, releasing personal client data to any unauthorized party), shall have HMIS privileges revoked.  The agency/employer of record, through which the breach has occurred, will notify the CoC Chair and CoC Coordinator once the infraction has been investigated and confirmed based on agency policy and procedure practices, and appropriate steps taken. If personal health information is released or used  inappropriately, this will constitute a violation of federal HIPAA regulations and a complaint must be filed with the U.S. Department of Health and Human Services; Office of Civil Rights by the agency/employer of record.  All HIPAA regulations for client notification, etc. must be followed.
 
8. Security Officer:  Each agency must assign an individual to act as the Security Officer to ensure that all HMIS client data is protected.  It is the responsibility of each agency to inform the HMIS System Administrator who will be assigned to that role. It is the Security Officer’s responsibility to ensure that an agency and its users comply with applicable privacy and security standards outlined below.  Agencies will be audited annually by the HMIS System Administrator to ensure compliance.

· Users must score an 80% or higher on the privacy and security training questionnaire, and on subsequent annual training updates, to maintain their HMIS license per Michigan Coalition Against Homelessness (MCAH) policies and procedures.  If users fail to achieve an 80% or higher score, MCAH will shut off access for that user to HMIS until the minimum score is achieved
· Users must have a signed HMIS user agreement on file with the HMIS Administrator.  The HMIS Administrator will be responsible for forwarding a copy of that agreement to MCAH
· The agencies must have a signed HMIS participation with the Michigan Statewide HMIS (MCAH) 

· Agencies must require each member of their staff (including employees, volunteers, affiliates, contractors, and associates) to sign (annually or otherwise) a confidentiality agreement that acknowledges receipt of a copy of the privacy notice/statement and that pledges to comply with the privacy notice/statement 

· Agencies must have signed QSOBAA’s on file if sharing with an another agency

· Agencies must have appropriate Releases of Information (ROIs) upon intake for all clients 

· Agencies must have policies in place to assist with specific populations and special needs, i.e.:

i. Items available in Braille or audio;

ii. Items in multiple languages;

iii. Items available in large print;
· Agencies must post a HUD Public Privacy Notice that is visible to all clients in rooms where data collection occurs and that is consistent with regulations outlined in the 2004 Homeless Management Information Systems (HMIS) Data and Technical Standards Final Notice.
· Agencies must have a standard Privacy Notice/Statement that can be made available to clients upon request and that is consistent with regulations outlined in the 2004 Homeless Management Information Systems (HMIS) Data and Technical Standards Final Notice.
· Agencies must be HIPAA compliant as HUD gives it precedence to its own standards.
· An agency may only make use of and disclose Protected Personal Information per allowable uses and disclosures described in the 2004 Homeless Management Information Systems (HMIS) Data and Technical Standards Final Notice.
· Agencies must secure HMIS computer systems with, at a minimum, a user authentication system consisting of a username and a password.

i. Passwords for accessing the computer and/or the HMIS website must not be stored or displayed in any publically accessible location if written down. 

· Agencies must secure HMIS computer systems in secured locations (i.e. locked offices when staff is not present).

· Agencies must secure HMIS computer systems from viruses by using commercially available virus protection software.
i. Virus protection must include automated scanning of files.

ii. Agencies must regularly update virus definitions from the software vendor.
· Agencies must protect HMIS computer systems from malicious intrusion behind a firewall.

i. Each individual workstation does not need its own firewall, as long as there is a firewall between that workstation and any systems, including the internet and other computer networks located outside the organization. 

· Agencies must staff computers stationed in public areas that are used to collect and store HMIS data at all times.

i. When computers are not in use and staff is not present, steps should be taken to ensure that the computers and data are secure and not usable by unauthorized users.

ii. After a limited time of non-use, work stations should automatically revert to a password protected screen saver or locked screen. 

· Agencies must secure any paper or other hard copy files containing Personal Protected Information that is either generated by or for HMIS including, but not limited to, reports, data entry forms, and signed consent forms.

i. Agencies must supervise at all times any paper or other hard copies generated by or for HMIS that contains Personal Protected Information when the hard copy is in a public area

ii. When agency staff is not present, the information must be secured in areas that are not publically accessible

Users authorized to access HMIS from a remote location, as approved by their Security Officer and the HMIS Administrator must execute a Remote Access Agreement.
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